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IN THE MATTER OF THE POLICE (COMPLAINTS AND MISCONDUCT) 

 REGULATIONS 2020 

CM/88/2020 

 

DC 5327 Paul Knowles  

___________________________________________________________________ 

The Regulation 30 Notice 

Allegation One  

“Used your personal mobile phone to obtain and distribute (to both PC Evans 
and PC Hunt) evidential material connected to the murder investigation. In 
doing so you breached West Midlands Police Social and Digital Media Policy 
and your actions had the potential to jeopardise the identification of the suspect 
under Code D of PACE”. 

Allegation Two 

“Attempted to conceal the fact that you had provided PC Evans with Mr A’s 
name and images by (a) instructing him not to tell anyone that you had 
suggested a name for the suspect, (b) instructing him to delete the What’s App 
messages and (c) failing to record what you had done in your MG11 statement, 
or anywhere else”. 

The AA alleges that the following Standards of Professional Behaviour have been 
breached: 

Allegation One 

(i) Orders and Instructions (ii) Discreditable Conduct 

Allegation Two 

(i) Honesty and Integrity (ii) Discreditable Conduct 
 

The Regulation 31 Response 

Allegation One  

The officer admitted he had used his personal mobile phone to send evidential material 
to a colleague. In relation to the breach of the Policy the officer is contradictory within 
itself. He admitted that he should not have used his mobile phone in these 
circumstances, but this was not a breach of the policy and would not amount to a 
breach of the standards of professional behaviour. 

The officer also admitted that the sending of the images had the potential to jeopardise 
the identification of the suspect under Code D. Other officers would be able to conduct 
the identification. 

Allegation Two 
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The officer denies instructing PC Evans to conceal the fact a name had been 
suggested. His intention was to ensure the information was not passed to other 
officers. 

The ‘delete’ message was sent to remind PC Evans that the information should be 
deleted. 

The officer did not put this information into his MG11 because the statement was for 
the purpose of identification only. 

Determination 

The Facts 

Most of the factual matrix is agreed.  

The officer had first applied to join West Midlands Police in 1998 but was unsuccessful. 
For a period of time, he worked for her Majesty’s Revenue and Customs. In 2003 he 
reapplied and was successful in that application to join West Midlands Police. His first 
posting was to F1  OCU where he dealt with crime in relation to the night-time 
economy, including robbery and theft. Thereafter he also worked at the local priority 
team at Steelehouse Lane. 

We were asked to consider for the purposes of credibility numerous documents 
including reports and letters received from members of the public which showed that 
the officer had been an exemplary officer during this time and beyond. 

In 2015/16 the officer joined the gangs team in Handsworth. This was a team designed 
to monitor observe and, in some circumstances, disrupt gangs in the West Midlands 
area. The officer was the caseworker for the B19. This meant he had an in-depth 
knowledge of that gang including knowledge of the identification of some of the 
nominals who posed the greatest risk to the community. In 2017 the officer undertook 
his detective training which included an examination, a course, and then a portfolio   
which was completed over a 12 month period. 

Moving into 2020 the officer had requested permission to work from home, this was 
because of the Covid pandemic and the need to protect a member of his family who 
was vulnerable. The request was refused by Inspector Burns, the officer pursued the 
matter and was granted such mission by a Superintendent Bruton. 

Following this the officer was transferred to a new team, the Core Team based at 
Bournville Lane. It appeared to the panel based upon the officer’s reaction to questions 
about this that this was not an move the officer initially wanted to make. However, he 
settled into the role. 

26th  August 2020 

On this day the officer was working from a police station on case preparation. Around 
12:30 PM There was a shooting in the Lozells area, a male named Francis was shot 
and later died. Francis was in a white Lexus which was driven away from the scene 
by a male named Morgan. 

There was an officer who witnessed the incident, and was on scene, Detective Chief 
Inspector Munro, now Superintendent was appointed to lead the investigation as SIO, 
he also attended the scene. DS Comfort also attended the scene, as did Inspector 
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Burns. The reason for her attendance was that it was clear from an early stage that 
this was likely to be a gang-related shooting. 

It is clear to the panel and everybody else involved that this was a high priority policing 
incident. It has been described as fast-paced and critical. It is also clear that there was 
a need for the officers involved to act quickly because there was a potential for 
retribution as a result of the death of Francis, who was a high-profile gang member. 

DC Knowles was following the events from his office and was able to access the 
Control Works Log which included CCTV footage of the actual incident. There was no 
requirement for us to view the footage, but we are aware that it was considered by 
Superintendent Munro to be of high quality. 

PC Evans, Hunt and Westwood, who were all from the Task force within the overall 
Gangs Team based in Handsworth, went out to commence this search for the white 
Lexus car. PC Hunt was considered by the officer to be a person who had excellent 
skills in searching and recovering vehicles. 

During the course of the afternoon and evening the officer had the following 
interactions with PC Evans either by telephone or by text. 

1405hrs -  text from Knowles to Evans to state that it “looks like NF is dead.” 

1444hrs – ANPR hits on vehicle involved in shooting sent from Knowles to EVANS. 

This was sent to assist in enquiries to locate the vehicle by showing where it had 
recently been seen. 

1458hrs – images of car sent through to EVANS 

1459hrs – images of car sent to HUNT 

1500hrs – further image of car sent to HUNT 

(at this time Knowles suggests in his statement that he had identified one of the 
offenders) 

1503hrs – instructions to EVANS look around for the car. 

1504hrs – instructions sent to HUNT to look around the address 

Calls Evans and names the suspect as Morgan. The officer indicates he will send an 
image. During this conversation the Panel concluded that the officer did use words to 
the effect of ‘see what you think’ in relation to the identification of Morgan. The Panel 
came to this conclusion because of the response from Evans at 1515, ‘100%’. The 
Panel did not accept the assertion advanced on the officer’s behalf that this was a 
spontaneous comment from Evans unrelated to the conversation between him and the 
officer.   

1514hrs – image of LM sent to Evans. 

1515hrs – Evans comments at 1515 – “100%”  

1516hrs – Comment in text about the shotgun. 

1518hrs – further comment about shotgun and image of car doing three point turn sent 
to Evans 
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Shortly after Knowles states that he spoke to Evans who told him he had appraised 
DS Comfort of the identification.  

1525hrs – Message to Evans “Don’t tell anyone I have suggested a name. View the 
footage independently and come up with a name” 

1525hrs – Further message “And delete this chat” – with crying with laughter emojis. 

Hunt and Evans go back to the station at some point. They appear to speak to PS 
Roobottom at the station. Evans appraises DI Burns at approx. 1600hrs. 

1526hrs – Text to HUNT – “why the F has Dawn called you back in” 

1546hrs – Text from Hunt to Knowles – stating he is returning to look for the car. 

1550hrs – further message from Knowles asking Hunt why Insp Burns had called them 
in. 

The timing of the messages to Evans and Hunt at 1525 and 1525 led the Panel to 
conclude that when the officer sent the message to Evans at 1525 he already knew 
that Evans and Hunt and Westwood had been called back to the office. We did not 
accept the officer’s assertion that the timing on the messages is the time at which the 
person read it.  

1551hrs – Message reference front end damage to vehicle. 

DI Burns appraised by PS Roobottom. 

1630hrs – This is a 5 minute call and from the log was made from Knowles to Hunt  

1640hrs – 11 images sent through to Hunt of male from Knowles. 

1642hrs – “Not Sure” is sent from Hunt to Knowles. The panel concluded that this was 
Hunt indicating he was unsure who this male was. 

1726hrs – “Found it” from Hunt to Knowles. Reference to the Lexus being located 

Further texts reference the find between the officer and Hunt. 

1841hrs – Text from the officer to Evans asking for DS details. 

At some point after this the officer spoke to DS Comfort. Asking if he if he should 
endorse the log. 

1846hrs – Text from Knowles to Evans reference the message from Ian Comfort. 

1856hrs – Message from Knowles regarding the instructions from DS Comfort. 

2000hrs – Knowles has a further conversation with DS Comfort regarding his 
identification. 

The officer accepted he did not know the detail of the Policy documents.  During his 
evidence he did accept that he knew he should not have used WhatsApp to forward 
the information to his colleagues. He was unaware of the document attached to the 
training documents for Body Worn Cameras. 

The officer accepted that he could have used evidence.com to send the information to 
Evans. Evidence.com is available as an app on devices issued to officers. Although it 
was cumbersome it was available to both himself and Evans. In particular, Evans 
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would have to log onto the system using an internet search engine, if he had the 
appropriate signal, and then conduct a search of the system to locate the footage. We 
noted that The CCTV had already been uploaded evidence.com and had been 
allocated a reference number. 

The officer wanted to share the image of Morgan so Evans had an up to date image 
of Morgan and could see the clothing he was wearing. 

The officer told the Panel that his motivation in relation to the two comments under 
consideration, was simply to remind his colleague that he should delete the images 
and comments from his phone. 

Policy Documents 

The panel was referred to two policies or documents in relation to the use of mobile 
personal mobile devices and applications which may be found upon them. 

The Appropriate Authority was relying upon the West Midlands Police Social And 
Digital Media Policy in particular paragraphs 3.16, 4.24, 6.2 and 6.10. 

This document is clear that the use of personal mobile devices is not permitted. 
Paragraph 3.16, which the panel noted comes within the section headed Corporate 
Use of Social Networking and Video Sharing Sites, is explicit in prohibiting the use of 
private and Instant Messenger tools such as WhatsApp and emails on personal 
devices to send evidence and policing material. It goes on that ‘social media private 
and instant messaging tools will not be used to send personal information… Unless it 
serves a policing purpose.’ 

At paragraph 4.24 Officers are reminded that social media messaging may need to be 
disclosed at a later date. Officers posting text and other images relating to an incident 
have a duty to update relevant logs. Where there is not an open log to notify the OIC. 
This seemed to the panel to relate to the use of social media for the purpose of 
disseminating material to the wider public rather than between two private individuals. 

Paragraph 6.2 indicates that staff are accountable for whatever information they may 
send on social media and the public and private capacity. It goes on inappropriate use 
of social media including WhatsApp is subject to criminal and/or misconduct 
procedures. 

6.10 is explicit neither police officers nor staff should send messages about West 
Midlands Police work, operations and activity from personal/non-corporate social 
media accounts. 

 The officer introduced a document Body Worn Video Training Package – Using 
Personal Mobile Devices For Police Business. 

This document is a training document delivered to officers with regard to body worn 
video cameras. It does however include a section in relation to the use of WhatsApp 
other social media. 

The Force is very clear that it does not endorse the use of personal mobile devices for 
policing business, however it recognises that on rare occasions an incident is so 
serious and time imperative any delay may pose an immediate threat to life or lead to 
the loss of evidence that cannot be otherwise preserved. In the circumstances the 
guidance below should be followed; - 
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(i) Tell your supervisor immediately that you have had to use your own 
mobile device to collect or share data 

(ii) Transfer the information to WMP system as soon as possible 
(iii) Document your actions in statement form for integrity purposes 
(iv) Delete the information from your personal device once you have 

confirmed the information has been transferred to a police system. 

The Issues 

It was agreed between counsel that this panel had to determine the following issues. 
In relation to allegation one: -  

(i) whether the Officer’s actions breached the policy and  
(ii)  whether his actions (admitted and/or proven) breach the standards of 

professional behaviour. 

In relation to allegations two: -  

(i) what was the Officer’s- motive when sending the messages - was it, as 
the AA alleges, to conceal what had occurred or, as the officer claims 
simply to ensure that police information was dealt with/deleted properly 
and 

(ii)  (ii) whether the Officer’s motive was dishonest or lacked integrity. 

Discussion 

Allegation One 

The Panel considered the Social Media Policy. Whilst it may appear to be inconsistent, 
for example as within, paragraphs 3.16 itself and references to such as being liable to 
disclosure at a later date. The Panel concluded that the officer knew he should not use 
WhatsApp from his mobile device. Paragraphs 6.2 and 6.10 are clear. 6.2 makes it 
clear that inappropriate use may lead to misconduct proceedings whilst 6.10 is clear 
that personal devices should not be used. 

We note the content of the training document which appears to contain the 
acknowledgment that WhatsApp is used by Officers. It is not an app available on 
mobile devices issued to Officers. Therefore, if it is used it will be from an Officer’s 
personal device. However, the officer was not aware of this document at the time of 
the events.  

The Panel considered the alternatives open to the officer. This was to use 
evidence.com. His reason for not using it was twofold: it was slow to use, and Evans 
would need internet access from his approved police device. The officer seemed to 
suggest that in some areas of Birmingham this signal may not be available. 

With regard to the use of evidence.com the panel noted that the CCTV footage had 
already been uploaded to the system and had a reference number allocated to it. This 
negated, to some extent, the Officer’s concern with regard to the slowness of the 
system. 

Having weighed those factors together the Panel concluded that the Officer had 
breached the Social Media Policy by using WhatsApp. In particular because he knew 
that it was not an approved method of communication but also because, there was an 
approved alternative. 
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Turning to the issue of speed. The Panel concluded that despite the Officer’s’ 
assertions with regard to evidence.com, the fact that it had already been uploaded to 
the system and had a reference number would have made the process much quicker. 
He would have been able to verify with Evans the availability of internet access. 

Breach of the standards 

Orders and Instructions 

‘Police officers only give and carry out lawful orders and instructions. Police Officer’s 
abide by police regulations, force policies and lawful orders’ 

The Panel concluded that the officer had breached the standard of orders and 
instructions. As already stated, the officer knew that he should not be using WhatsApp 
for the purpose he was. The force policy, whilst acknowledging it does happen, 
indicates that it may lead to misconduct proceedings. 

Discreditable Conduct  

‘Police Officers behave in a manner which does not discredit the police service or 
undermine public confined in it, whether on or off duty’ 

The Panel did not consider that the officer breached this standard. Although not an 
approved method for disseminating information between colleagues, The Panel 
considered that in using this method the officer had acted with good intentions to 
ensure evidence was preserved and a potential suspect detained. 

 Allegation Two 

The Officer’s Motive 

The panel asked itself the following questions: - 

Did the officer instruct PC Evans not to tell anyone that he had suggested a name for 
the suspect?  

The message commences with the phrase ‘don’t tell anyone’. This has the appearance 
of an instruction. This combined with the suggestion ‘view the footage independently 
and come up with a name’ led the Panel to conclude this was an instruction to Evans 
not to disclose the information. 

Did the officer instruct Evans to delete the WhatsApp message? 

The use of the word ‘And’ in the following message was interpreted by the Panel to 
mean that it was be read together with the first message. Therefore, there was an 
instruction to delete the messages. 

Did he fail to record his actions? 

There is no reference on the Control works Log, in the Officer’s MG 11 statement or 
elsewhere recording his actions. 

The Panel was presented with two choices as to the reason why the officer acted as 
he did.  

(i) Were the two messages sent to ensure police information was deleted / 
dealt with properly 

(ii)  or was it to conceal what had occurred. 
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The Panel rejected the Officer’s account that it was to ensure that the information was 
dealt with properly for the following reasons. The combination of the instruction not to 
disclose and then delete along with his failure to disclose his actions to anyone or 
record them led the panel to conclude that the officer was trying to conceal what had 
happened. 

In addition, if it was simply to advise his colleague to delete, he did not offer this advice 
to Hunt. It was the fact that the messages to Evans were about identification that is 
relevant. Although an image was passed to Hunt, he could not confirm who this was.  

The Panel also considered the timing of the messages to be relevant. The search was 
continuing, the car was not located for another two hours. In effect these messages 
were sent when the investigation was still live and ongoing. If the stated purpose of 
sending the image was to ensure Evans had an accurate up to the minute image of 
Morgan, there would be no need to delete them at this time. 

Dishonesty and Integrity 

The Panel were referred to the following definitions of dishonesty an integrity. 

Ivey v Genting Casinos (UK) Ltd t/a Cockfords [2017] UKSC 67 

‘When dishonesty is in question the fact-finding tribunal must first 
ascertain (subjectively) the actual state of the individual’s knowledge or 
belief as to the facts. The reasonableness or otherwise of his belief is a 
matter of evidence (often in practice determinative) going to whether he 
held the belief, but it is not an additional requirement that his belief must 
be reasonable; the question is whether it is genuinely held. When once 
his actual state of mind as to knowledge or belief as to facts is 
established, the question whether his conduct was honest or dishonest is 
to be determined by the fact-finder by applying the (objective) standards 
of ordinary decent people. There is no requirement that the defendant 
must appreciate that what he has done is, by those standards, dishonest.’ 

Integrity 

‘Objectively judged, a police officer has failed to meet the high 
professional standards to be expected of a police officer.’  

Such a finding does not require the subjective element of conscious wrong doing, (see 
Williams v SRA [2017] EWHC 1478 (Admin) at [54]; see also CC of Thames Valley 
Police v (1) A Police Misconduct Panel (2) White [2017] EWHC 923 (Admin) at [15] 
where McGowan J held that 

 

‘A lapse of integrity is very serious but can fall short of the quality of a 
lapse of honesty. Integrity in this context is not used in the sense of 
freedom from moral corruption rather in the sense of a failing to act in the 
right way, not behaving as the totally correct police officer would, in some 
way falling short of the whole. It is explained for police officers as ‘doing 
the right thing’.’ 
 

http://www.bailii.org/ew/cases/EWHC/Admin/2017/1478.html
http://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2017/923.html&query=(%5b2017%5d)+AND+(EWHC)+AND+(923)
http://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Admin/2017/923.html&query=(%5b2017%5d)+AND+(EWHC)+AND+(923)
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Turning to the issue of dishonesty 
  
Having concluded that the motive stated by the officer was not genuine and that 
he had instructed Evans to withhold information., and as the Panel concluded that 
this was in an attempt to conceal the identification. Concealment of itself suggests 
the officer is not being honest. 
 
The officer knew that formal identification procedures could be jeopardised. The 
fact that DCI Munroe was not going to carry such procedures is irrelevant the officer 
did not know this at the time. 
 
The Officer, a trained detective, knew that the events and the messages should be 
retained, on a police system for possible disclosure at a later stage. 
 
Again, the timing of the messages is relevant. The Panel concluded that the officer 
knew Inspector Burns had called PCs Evans and Hunt back to the office at the time 
he sent them. In particular the message sent to Hunt ‘what the fuck has Dawn 
called you in for’ which went unanswered and then was repeated, led to the Panel 
concluding that the officer was concerned that the messages would be discovered 
at that time and he wanted them deleted to prevent them being discovered. 
 
The fact that there were no further messages sent to Evans, save the one 
regarding DS Comfort’s instructions later, led the Panel to conclude that the officer 
suspected that PC Evans had been called in because of the messages and 
therefore they needed to be deleted. 
 
On the basis of the above facts, the Panel concluded that the officer had tried to 
conceal his identification of Morgan and the use of the messages.  
 
The Panel asked itself this question: ‘Was his conduct honest or dishonest 
…applying the (objective) standards of ordinary decent people?’ 
 
The fact that the officer was trying to conceal his actions in relation to the 
identification led the panel to conclude that he was acting in a dishonest manner. 
This was because he did this as he knew identification should not have been 
conducted via WhatsApp and he knew this action might jeopardise future 
identification procedures. 
 
The Panel did take into account the Officer’s previous excellent character and also 
the nature of the events unfolding that day but was driven to conclude that 
instructing a colleague to conceal information must amount to dishonesty by the 
standards of ordinary decent people. 
 
Integrity 
 
Having concluded that the officer was dishonest the Panel also concluded he acted 
without integrity because he failed to meet the high professional standards 
expected of a police officer. 
 
Misconduct or Gross Misconduct 
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 “Whilst allegation one was proved, to the extent that the officer failed to follow 
orders and instruction, the Panel concluded that the fact that the officer acted 
dishonestly in relation to Allegation Two means that these matters fall within the 
ambit of Gross Misconduct”? 

Outcome 
 
We were referred to the Guidance on Outcomes in Misconduct Proceedings. In 
particular Section 5 Operational Dishonesty and the cases of Bolton v Law Society 
2009 1WLR and Salter v Chief Constable of Dorset [2012] EWCA CIV 1047. 
 
Operational dishonesty will invariably lead to dismissal (or being struck off) 
although there are a residual number where there are exceptional circumstances 
where it may not occur. 
If the Panel finds exceptional circumstances, it must clearly state them in its 
decision. 
Counsel on behalf of the officer, was not able to identify any exceptional 
circumstances. 
We reminded ourselves of the purpose of Police Misconduct Hearings to: -  

• Maintain public confidence in and the reputation of the police service 

• Uphold high standards in policing and deter misconduct 

• Protect the public 

The Panel did discuss whether there were exceptional circumstances surrounding 
this case which would allow it to step back from dismissal. 
Although the officer has an excellent record and has continued to improve himself 
by undertaking further training that of itself is not sufficient. 
The Panel considered the circumstances of the Officer’s background in the Gangs 
team and the events of the day itself but again were unable to find anything 
exceptional which would allow us not to dismiss. 
 
Conclusion 
 
The Panel were left with the conclusion that dismissal was the only option available 
for such gross misconduct. 

 
 
 

Andrea E Pitt 
Legally Qualified Chair 

24th May 2022 
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